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1. Introduction and Purpose of this Notice 
 
In order to comply with the Protection of Personal Information Act 4 of 2013 (POPIA) and all related data 
privacy laws, the Leadership Academy for Guardians of Governance (Leadership Academy) must, when 
processing another's Personal Information: 

 
1.1 provide the owner of the Personal Information with a number of details pertaining to the processing 

of his/her/its Personal Information, before such information is processed; and 
 
1.2 get permission or consent from the owner of such Personal Information, to process his/her/its 

Personal Information, unless such processing: 
• is necessary to carry out actions for the conclusion or performance of a contract to which 

the owner of the Personal Information is a party; 
• is required in order to comply with an obligation imposed by law; 
• is for a legitimate purpose or is necessary to protect the legitimate interest(s) and/or 

for pursuing the legitimate interests of 
i) the owner of the Personal Information; 
ii) the person processing the Personal Information; or 
iii) that of a third party to whom the Personal Information is supplied; or 

• is necessary for the proper performance of a public law duty by a public body or on behalf of 
a public body. 

 
1.3 Where any person uses our websites, electronic applications, email, or electronic services, we will 

have to process such person's Personal Information. 
 
1.4 In accordance with POPIA, and because your privacy is important to us, please take note of this 

Privacy Notice, as it describes how we process your Personal Information, including the receipt, 
collection, use, disclosure, sharing, retention, and importantly the protection of your Personal 
Information. 

 
1.5 This Privacy Notice also asks that you provide us with your consent to process your Personal 

Information, where this is required, which consent will be deemed to have been given by yourself, 
when you provide us with your Personal Information for processing. 

 
1.6 References to "we", "us", or "the business" are to Leadership Academy for Guardians of 

Governance (Leadership Academy). 
 
1.7 To maintain a trust relationship with our Stakeholders, we are committed to complying with both 

the spirit and the letter of POPIA, other privacy protection legislation, and to always act with due 
skill, care, and diligence when dealing with personal information. 

2. Who We Are 
 
2.1 The Leadership Academy for Guardians of Governance is a registered for profit organization in 

terms of the Companies Act (71 of 2008). 
 
2.2 of The Leadership Academy for Guardians of Governance is a wholly owned subsidiary of the 

Institute of Internal Auditors in South Africa. 
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3. Application of the Privacy Notice 
 
3.1 This notice explains how the Leadership Academy collects, uses, shares and protects your 

Personal Information which it receives via all channels. It also applies to all users of its website, 
electronic applications, or electronic services (hereinafter collectively referred to as "Services").  

 
4. What is personal information 

 
4.1 Personal Information according to POPIA, means information relating to an identifiable, living, 

natural person, and where it is applicable, an identifiable, existing juristic person, including, but not 
limited to: – 

a. Information relating to the race, gender, sex, pregnancy, marital status, national, ethnic or social origin, 
colour, sexual orientation, age, physical or mental health, well-being, disability, religion, conscience, 
belief, culture, language, and birth of the person; 

b. Information relating to the education or the medical, financial, criminal, or employment history of the 
person; 

c. Any identifying number, symbol, e-mail address, telephone number, location information, online 
identifier, or other particular assignment to the person; 

d. The biometric information of the person; 
e. The personal opinions, views, or preferences of the person; 
f. Correspondence sent by the person that would reveal the contents of the original correspondence; 
g. The views or opinions of another individual about the person; and 
h. The name of the person if it appears with other personal information relating to the person or if the 

disclosure of the name itself would reveal information about the person. 

5. What personal information do we collect 
 
5.1 When you use our websites or attend our training or use any other of our products and services, 

we will collect, without detracting from the generality thereof, the following Personal Information 
which belongs to you: 

 Your name 
 Contact details including address, email address and telephone or cellular phone number; 
 Identity number 
 Name of employer, related contact details; 
 Membership numbers; 
 Account log on details, including password or identifiers and security questions, which may have been 

allocated to you; 
 Device identification number and type; 
 Location information; 
 Demographic information, such as country, preferred language, age and date of birth, marriage 

status, gender, physical characteristics, personal or household/familial financial status and 
metrics, 

 Educational and criminal history; 
 VAT number; 
 Business sector; 
 Educational Information e.g. Qualifications, skills, and educational background 
 Criminal history and legal information e.g. SAP69, criminal records, legal proceedings 
 Medical and health such as medical history, psychological reports, and other health-related information 
 Financial e.g. Bank statements, pay slips 
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Consent and communication information related to using of data such as pictures, success stories etc. for 
marketing, newsletters, and posting on social media  

 
6. How we collect information 

 
6.1 We collect the Personal Information detailed above about you and any other party whose details 

you provide to us, when you use and access the websites or interact with us, including any access 
to such websites for the following purposes: 

• for whatever reason, generally or specifically; 
• in order to register to use the websites (including free trials); 
• to make enquiries about the Leadership Academy or the Leadership Academy services, its affiliates, 

service providers, or business partners, via our websites; 
• to use the Leadership Academy services, especially any eServices, which are available or 

accessible via our websites and to send you confirmation of the request/or order; 
• for legitimate business purposes, including to check for IIA SA membership before providing 

training quotes or any other related services; 
• to complete online forms, including call back requests; 
• to take part in surveys, to post content on our message boards; 
• to enter any competitions or awards; 
• to register to attend one of our events; 
• to look for, locate, read, and/or download information or publications; 
• to request or sign up for marketing material; 
• for the performance of contractual terms or for the enforcement of contractual rights; 
• to provide you with details of our terms, conditions, policies, and procedures and to enforce and 

apply same; 
• to participate in any interactive areas that appear on our websites; 
• to interact with us, our affiliates, service providers, business partners or others; 
• to provide us with your contact details or when you update those details; 
• to send us an email; and 
• to click on a link in an email or advertisement or communication received from us. 

 
6.2 We will also collect your Personal Information where you only partially complete and/or abandon 

any information inputted into our websites including online forms and may use this information to 
contact you to remind you to complete any outstanding information and/or for marketing purposes. 

 
6.3 We may enhance the Personal Information we collect from you with information we obtain from 

third parties that are entitled to share that information; for example, information from credit 
agencies, search information providers, or public sources (e.g. for due diligence purposes), but in 
each case as permitted by applicable laws. 

7. Details describing the purpose for the collection and use of your information, and how we use it. 
 
7.1 The Personal Information detailed under clause 5 above, which you provide to us is used for the 

following purposes: 
• for legitimate business purposes; 
• to provide any information to you that you have requested - legitimate purpose; 
• to provide you with any Leadership Academy services that you have enquired about and/or 

requested - legitimate and contractual purpose; 
• for the performance of contractual terms, or for the enforcement of contractual rights - legitimate and 

contractual purpose; 
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• to provide you with details of our terms, conditions, policies and procedures and to enforce and apply 
same - legitimate and contractual purpose; 

• to provide, maintain, protect and improve our websites, Leadership Academy services and 
products - legitimate purpose; 

• to manage and administer the Leadership Academy services you have asked us to provide you with - 
legitimate and contractual purpose; to manage our relationship with you (for example, customer 
services and support activities) - legitimate and contractual purpose; 

• to provide you with any information that we are required to send to you in order to comply with our 
contractual, service, regulatory or legal obligations - legitimate, lawful, and contractual purpose; 

• to deliver targeted advertising, marketing (including in-product messaging), or information to you 
which may be useful to you, based on your use of the website or the Leadership Academy services, in 
your capacity as our customer or which has been obtained in the context of a sale - legitimate and 
contractual purpose; 

• to deliver joint content and services with third parties with whom you have a separate relationship - 
legitimate and contractual purpose; 

• to provide you with location-based services (for example, advertising and other personalised content), 
where we collect geo-location data - legitimate and contractual purpose; 

• to detect, prevent, investigate or remediate, crime, illegal or prohibited activities or to otherwise 
protect our legal rights (including liaison with regulators and law enforcement agencies for these 
purposes) - legitimate and lawful purpose; 

• to contact you to see if you would like to take part in our customer research (for example, feedback 
on your use of our websites, products, and services) - legitimate purpose; 

• to monitor, measure, improve, and protect our content, websites, and services and provide an 
enhanced, personal, user experience for you - legitimate purpose; 

• to compare information for accuracy and to verify it with third parties - legitimate purpose; 
• manage and administer your use of our websites, products and services - legitimate, lawful, and 

contractual purposes; 
• undertake internal testing of our websites and services to test and improve their security, provision, 

and performance, in which case, we would pseudonymise any information used for such purposes, 
and ensure is it only displayed at aggregated levels which will not be linked back to you or any living 
individual - legitimate, lawful and contractual purpose; 

• to monitor, and carry out statistical analysis and benchmarking, provided that in such circumstances 
it is on an aggregated basis which will not be linked back to you or any living individual - legitimate, 
lawful, and contractual purpose; 

• data analytics and benchmarking, in order to carry out research and development to improve 
ouroverall services, products, and websites; and 

• to develop and provide new and existing functionality and services (including statistical analysis, 
benchmarking, and forecasting services). 

 
7.2 The Leadership Academy does not and cannot control the confidentiality, access to, or dissemination 

of information retrieved through the use of cookies. 
 
7.3 Cookies are alphanumeric identifiers that we transfer to your computer’s hard drive through your 

web browser to enable our systems to recognise your browser and to automatically collect 
information from your computer such as your IP address and other details about your computer as 
well as details of operating systems and browser types which enable the Leadership Academy and 
its sponsors and advertisers to customise website content, for system administration and to report 
aggregate information to us. This is statistical data about our users' browsing actions and patterns 
and does not identify any individual. We use data analytics to understand and optimize our website 
offering. you may be required to accept cookies in order to complete certain actions on our website. 
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8. Who we share your information with 

 
8.1 We may share your information 

• any Leadership Academy employee, or related company for the purposes set out in this Privacy 
Notice, (e.g. information and customer relationship management; software and service compatibility 
and improvements; or to provide you with any information, applications, products, or services that 
you have requested); 

• our service providers and agents (including their sub-contractors) or third parties which process 
information on our behalf (e.g. affiliates, medical service providers, internet service and platform 
providers, payment processing providers and those service providers or organisations who we 
engage to help us provide you with other services or to send communications to you); 

• partners, including system implementers, independent software vendors, and developers that may 
help us to provide you with the websites, products, services, and information you have requested or 
which we believe is of interest to you; 

• third parties used to facilitate payment transactions; 
• third parties where you have a relationship with that third party and you have consented to us sending 

information to such party; 
• third parties for marketing purposes (e.g. our partners and other third parties with whom we work and 

whose products or services we think will interest you in the operation of your business activities); 
• various verification agencies, including credit reference and fraud prevention agencies; 
• regulators (in order to meet legal and regulatory obligations); 
• law enforcement agencies so that they may detect or prevent crime or prosecute offenders; 
• any third party in the context of actual or threatened legal proceedings, provided we can do so lawfully 

(e.g. in response to a court order); 
• any third party in order to meet our legal and regulatory obligations, including statutory or regulatory 

reporting or the detection or prevention of unlawful acts; 
• our own professional advisers, including attorneys and auditors for the purpose of seeking 

professional advice or to meet our audit or legal responsibilities; and 
• government departments where reporting is mandatory under applicable law. 

 
8.2 We may share non-personally identifiable information about the use of our websites, products, or 

services publicly or with third parties, but this will not include information that can be used to identify 
you. 

 
8.3 Where we share or disclose your Personal Information as described above, such sharing and or 

disclosure will always be subject to an agreement that will be concluded between us and the party 
to whom we are disclosing your Personal Information, which contractually obliges the recipient of 
your Personal Information to comply with strict confidentiality and data security conditions. 

 
8.4 Where your Personal Information is transferred to a recipient in a country which is situated outside 

South Africa, your Personal Information will only be transferred to those recipients who are stated 
in countries which have similar data privacy laws in place or, in the absence of similar data privacy 
laws, where the recipient of the Personal Information concludes an agreement which contractually 
obliges the recipient to comply with strict confidentiality and data security conditions and which in 
particular will be to a no lesser set of standards than those imposed by POPIA. 

 
8.5 By using our websites, or by interacting with us in the other ways described in this Privacy Notice, 

you consent to the transfer of your Personal Information to other parties in the circumstances set 
out in this Privacy Notice. marketing (including in-product messaging) or information to you which may 
be useful to you, based on your use of the website or the Leadership Academy services, in your 
capacity as our customer or which has been obtained in the context of a payment and where you 
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have agreed, by providing us with your details, as requested by us, to such advertising and marketing 
purposes - legitimate and contractual purpose. We may also share your information with our affiliates 
and carefully selected third parties so that they (or we) may contact you with information about their 
products or services which we feel may be of interest to you where you have agreed, by providing 
us with your details, as requested by us, to such advertising and marketing purposes. 

 
9. Marketing 

 
9.1 From time to time, we may use your information to contact you to deliver targeted advertising, 

marketing (including in-product messaging) or information to you which may be useful to you, based 
on your use of the website or the Leadership Academy services, in your capacity as our customer 
or which has been obtained in the context of a payment and where you have agreed, by providing 
us with your details, as requested by us, to such advertising and marketing purposes - legitimate and 
contractual purpose. We may also share your information with our affiliates and carefully selected 
third parties so that they (or we) may contact you with information about their products or services 
which we feel may be of interest to you where you have agreed, by providing us with your details, 
as requested by us, to such advertising and marketing purposes. 

 
9.2 We or they may wish to contact you for this purpose by telephone, post, SMS, email, and other 

electronic communications. 
 
9.3 You have the right at any time to stop us/ them from contacting you for these marketing purposes. 
 
9.4 You may also request at any time that we do not share your information with third parties. 

 
9.5 If you wish to exercise these rights, you can do so by selecting your contact preferences at the 

point where you provide us with your information on our website. 
 
9.6 You can also unsubscribe from any email marketing using the links provided in the emails we send 

to you. 

10. Social media and other third-party platforms 
 
10.1 When you link onto social media forums like Facebook, Twitter, lnstagram, Linkedln, YouTube, etc., 

which may house a reference to us, please note that these are not our platforms and that the use 
of these platforms will be subject to the relevant platform owners' own privacy notices, and that we 
take no responsibility for your use of these platforms. 

 
10.2 Where our websites may contain links to third-party websites; if you follow these links, you will exit 

our websites, and the use of these websites will be subject to the relevant platform owners' own 
privacy notices. Where you respond to communications, we post on third-party platforms such as 
Facebook, Google, and Twitter, such Personal Information may be shared with those third-party 
platforms for the purposes of providing you with targeted advertising via the relevant third-party 
platform based on your provided profile/interests. While these third-party websites are selected with 
care, IIA SA cannot accept liability for the use of your Personal Data by these organizations. You 
can however control what advertisements you receive using the privacy settings housed on the 
relevant third party's platform. 

11. Lawful reasons for processing and the requirement for consent where no lawful reason can be 
shown 

 
11.1 In terms of when POPIA, consent to process your Personal Information is not required where there 
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is a lawful reason for such processing, including where: 
• it is necessary to carry out actions for the conclusion or performance of a contract to which the owner 

is a party; 
• it is required in order to comply with an obligation imposed by law; or 
• it is for a legitimate purpose or is necessary to protect the legitimate interest(s) and/or for pursuing 

the legitimate interests of 
• the owner of the Personal Information; 
• the person processing the Personal Information; or 
• or that of a third party to whom the Personal Information is supplied; or 
• it is necessary for the proper performance of a public law duty by a public body or on behalf of a 

public body 
 
11.2 POPIA provides for a prohibition on the processing of special personal information which includes a 

person's health or sex life. 
 

11.3 Where a lawful reason cannot be met or shown for any specific processing detailed under this Privacy 
Notice, then your consent to such processing is required. Following this, where your consent is required 
for the processing of your Personal Information, the provision of the required Personal Information in 
such instances by you, to us, will be taken as your indication that we may process your Personal 
Information, which consent you may at any time withdraw, in the prescribed manner and form, but 
which withdrawal may affect your ongoing ability to optimally use the websites and related Leadership 
Academy services. 
 

12. Security and storage of information 
 
12.1 We will use our best endeavours to keep your Personal Information secure by taking appropriate 

technical and organisational measures against any unauthorised or unlawful processing and against 
any accidental loss, destruction or damage. 

 
12.2 Whilst we will use our best endeavours as indicated above to protect your Personal Information, 

please note that no method of transmission over the Internet or method of electronic storage is 
100% secure and that in light of this we cannot guarantee the security of your Personal Information 
which is transmitted via websites, or to other websites, applications and services via an internet or 
similar connection. Therefore, while we strive to use commercially acceptable measures designed 
to protect Personal Information, we cannot guarantee its absolute security. 

 
12.3 Where we have given you, or you have chosen a password to access certain areas of our websites, 

please keep this password safe and do not share this password with anyone. 
 
12.4 Once your Personal Information is no longer required due to the fact that the purpose for which the 

Personal Information is held has come to an end, such Personal Information will be retained in 
accordance with our Records Retention Schedule. 

 
12.5 We calculate retention periods based upon and reserve the right to retain Personal Information for 

the periods that the Personal Information is needed to: 
 fulfil the purposes described in this Privacy Notice, 
 meet the timelines determined or recommended by regulators, professional bodies, or 

associations, 
 comply with applicable laws, legal holds, and other legal obligations (including contractual 

obligations), and 
 comply with your requests. 
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13. When you provide us with information about others 
 
13.1 If you provide us with Personal Information about someone else, you are responsible for ensuring 

that you comply with any obligation and consent obligations under applicable data protection laws 
in relation to such disclosure. In so far as required by applicable data protection laws, you must 
ensure that you have provided the required notices and have obtained the individual's consent to 
provide us with this/her /its Personal Information and that you explain to them how we collect, use, 
disclose and retain their Personal Information or direct them to read the Privacy Notice. 

 
14. Your information and your rights 

 
14.1 In terms of the data protection laws, you have the following rights: 

 The right of access - You may ask us free of charge to confirm that we hold your Personal Information, 
or ask us to provide you with details, at a fee, how we have processed your Personal Information, 
which can be done by following the process set out under our PAIA Manual which can be accessed 
at Leadership Academy for Guardians of Governance (governanceacademy.co.za), 

 The right to rectification - you have the right to ask us to update or rectify any inaccurate Personal 
Information. 

 The right to erasure (the 'right to be forgotten') - where any overriding legal basis or legitimate reason 
to process your Personal Information no longer exists, and the legal retention period has expired, you 
may request that we delete the Personal Information. 

 The right to object to and restrict further processing - where we do not need your consent to process 
your Personal Information, but you are not in agreement with such processing, you can object to us 
processing such Personal Information. 

 The right to withdraw consent - where you have provided us with consent to process your Personal 
Information, you have to right to subsequently withdraw your consent. 

 The right to data portability - where you want your Personal Information to be transferred to another 
party which can be done under certain circumstances. 
 

15. Changes to this privacy statement 
 
15.1 As we change and evolve over time, this Privacy Notice is expected to change as well. We reserve 

the right to amend the Privacy Notice at any time, for any reason, and without notice to you other 
than the posting of the updated Privacy Notice on the websites and in this regard encourage you 
to visit our websites frequently in order to keep abreast with any changes. 

 
15.2 The contents of this Privacy Notice shall be governed by the laws of the Republic of South Africa. 

 
15.3 If any provision of this Privacy Notice is judged to be illegal, void or unenforceable due to applicable 

law or by order of a court of competent jurisdiction it shall be deemed deleted and the continuation 
in full force and effect of the remainder of the provisions will not be prejudiced. 
 

  



 

 
10 

 

 

16. Our Contact Information 
 
16.1 Any comments, questions or suggestions about this Privacy Notice or our handling of your Personal 

Information should be sent to us at the following postal address or telephone numbers: 
 

 
17. Complaints 

 
17.1 Should you wish to discuss a complaint, please feel free to contact us using the details provided 

above. 
 

17.2 All complaints will be treated in a confidential manner. 
 
 

17.3 Should you feel unsatisfied with our handling of your Personal Information, or about any complaint that 
you have made to us, you are entitled to escalate your complaint to the South African Information 
Regulator who can be contacted at https://www.justice.gov.za/inforeg/ .

 
OUR INFORMATION OFFICER: 
 
Information Officer: Nyasha Matsa (COSEC) 
 
THE INFORMATION REGULATOR: 

You have the right to lodge a complaint with the South African Information Regulator. See the 
Information Regulator contact details below. 

ADDRESS: JD HOUSE, 27 STIEMENS STREET, 
BRAAMFONTEIN, JOHANNESBURG, 2001. 

COMPLAINTS: POPIAComplaints@inforegulator.org.za 
PAIAComplaints@inforegulator.org.za 

GENERAL QUERIES: enquiries@inforegulator.org.za 



 

 

 


